ANTI- MONEY LAUNDERING 

In the post-9/11 era, Anti Money Laundering (AML) legislation and compliance to AML requirements have become key focus areas for banks, law firms, asset management firms, auditors and similar regulated service providers. World-Check, the leading global AML intelligence solution, provides an overview of AML compliance and the laws underlying this are of regulatory compliance.

According to the latest KPMG published in 2007, a staggering US$ 1 trillion per year is being laundered by financial criminals, drugs dealers and arms traffickers worldwide. With this much laundered money in the wrong hands, criminal syndicates are able to expand their operations, resulting in more violence, higher levels of addiction and a range of related socio-economic problems throughout the world. 

Laundered money is also known to finance highly coordinated international terrorist activities; a phenomenon that poses a clear and present danger to worldwide political and economic stability.

As such, Anti Money Laundering and the Combating of Terrorist Financing (CTF) can only be treated as pressing objectives of global concern. A sharp worldwide increase in the amount of wealth in private hands, combined with the multinational expansion of leading financial institutions, further necessitated the expansion of supranational legislation and law enforcement structures to combat money laundering and related financial crimes. 

History of Anti Money Laundering Compliance Laws


Although AML compliance has been accentuated by recent global developments, it is by no means a new regulatory issue. Modern Anti Money Laundering regulations are to a large extent informed by the earlier experiences of the Swiss banking community, where financial scandals involving the likes of Nigeria’s General Sani Abacha and the Philippines’ Marcos family resulted in extremely bad publicity for the institutions involved. 

The arrival of the new millennium was marred by a series of coordinated acts of terrorism and a number of massive corporate scandals involving the likes of Enron and Riggs formerly a leading American financial institution. 

These events highlighted the fact that money laundering had taken on epic proportions over time, and that the proliferation of new technologies and communication platforms had created countless opportunities for fraud, money laundering and other elicit financial activities. They also accentuated the need to “know your customers”, and led to the creation and implementation of a range of KYC and AML laws aimed at preventing financial criminals from accessing and abusing financial systems.

Given the fact that the greatest majority of criminal activities generating profits only start generating a traceable paper trail once funds are introduced into the financial system, it was deemed necessary to approach AML compliance and law enforcement in a way that clamped down on abuses of the world’s official banking and financial systems. To this end, regulatory, legislative and law enforcement agencies set out to create an AML compliance framework and cross-border law enforcement regime aimed at holding financial institutions accountable for their clients’ transactional activities. 

Preventing reputation damage


Against this backdrop, reputation damage emerged as a threat to the very existence of financial services providers, and hence reputational risk mitigation became a key priority for banks, law firms and other regulated service providers that rely on a good reputation to remain in business. 

AML laws and related regulatory legislation


Money launderers and entities financing terrorism were operating on a global scale; compliance laws and regulators inevitably had to adopt a global focus in order to clamp down on financial crime. 

One of the common traits of AML and CTF laws and the resultant Know Your Customer and KYC-related regulations is the fact that creation and implementation was characterised by an exceptionally high level of voluntary international cooperation between the United States and other prominent members of the international community. These AML laws have subsequently been adopted on a national level by the majority of nation states, with non-compliant countries effectively ostracising themselves from the international economy.

The following AML laws are considered legislative landmarks, and paved the way for global roll-out of Anti Money Laundering regulation and law enforcement: 

The USA PATRIOT Act of 2001


The PATRIOT Act is widely regarded as one of the legislative benchmarks driving AML regulation worldwide. The Act includes extensive regulatory stipulations for financial service providers ranging from banks and asset management companies to law firms and institutional lenders, and places significant emphasis on the ongoing assessment and mitigation of operational risk. 

The PATRIOT Act requires regulated institutions to implement a client identification programme (CIP), and to screen transactions and clients for risk on a routine basis, amongst other key criteria. 

The Financial Services and Markets Act of 2000


HM Treasury’s enactment of this AML law served as an operational framework the Britain’s Financial Services Authority (FSA), which started operating in 2001. Significantly, it served to facilitate the move from a voluntary compliance culture to a statutory one. 

The Proceeds of Crime Act of 2002 (PoCA)


In terms of AML law enforcement in the United Kingdom, the UK Proceeds of Crime Act (2002) would make the disclosure of income sources mandatory, and also gave law enforcement agencies such as the Assets Recovery Agency (ARA) and the Organised Crime Force the legal muscle to seize undisclosed assets funded by illicitly generated profits. 

Significantly, the Act also makes explicit provisions for the handling of seized goods and assets to prevent further foul play once financial criminals have been apprehended. This piece of AML legislation broadened the range of entities being regulated, and constituted a substantial expansion of the breadth of principal and non-disclosure offences. 

As with many of the other key AML laws, PoCA’s objective is simple: to ensure that financial crime doesn’t pay. Combined with the Financial Services and Markets Act, the Proceeds of Crime Act serves as a rigorous legislative framework for combating money laundering. Non-compliance with these AML laws earned Northern Bank and the Bank of Scotland a fine of £1.25 million each, proving that regulatory authorities were taking money laundering in the UK very seriously. 

Basel II Accord


Basel II is the second of the famous Basel Accords, issued by the Basel Committee on Banking Supervision. Basel II replaced the 1998 Basel I Accord, and serves as a regulatory framework for strengthening the stability of the international banking system. It also includes explicit measurement criteria for operational risk, and essentially serves to foster a stronger risk mitigation and AML compliance culture within the financial services sphere. 

EU Second Money Laundering Directive


The EU Second Money Laundering Directive of 2001, or 2MLD, constituted a significant expansion of cross-border Anti Money Laundering legislation. The Directive increased the regulatory scope in terms of the types of financial and serious crimes being combated to include all serious crimes, but also placed AML obligations on a far wider range of industries. Newly regulated industries included estate agencies, casinos and the purveyors of high-value goods, as well as the legal and accounting sectors. 

2MLD outlined procedures for reporting suspicious transactional activities, and had the task of ensuring that a uniform enforcement framework was adhered to in six member states, namely the UK, Greece, Italy, Spain, Lithuania and Poland. Although the Directive expressly named money laundering and fraud, member states were also given the permission to define any other offences for the purposes of the Directive as well. 

EU Third Money Laundering Directive


The impending EU Third Money Laundering Directive, also known as 3MLD, incorporates the objectives of the EU Second Money Laundering Directive and is intended to further curb abuses of the European financial and banking systems. Its stated primary aim is to include Anti Terrorist Financing within Anti Money Laundering provisions, and it has served to expand and consolidate the provisions of 2MLD. 

The Third Money Laundering Directive, with the support of the JMLSG (Joint Money Laundering Steering Group), will see UK authorities implementing an even more rigorous enforcement regime to persecute non-compliant institutions. 

Businesses that have never made a disclosure regarding suspect activities are already being targeted, as the parameters of what constitutes money laundering are drawn so wide that not unearthing something suspicious is virtually impossible. 

Given a particularly broad definition of “suspicious activities”, it is virtually impossible not to stumble across something irregular, and hence failure to notify the UK Serious Organised Crime Agency (SOCA) of suspicious activities or transactions is treated as a sign of non-compliance. 

The AML compliance landscape is a complex one, and despite the fact that most banks and regulated service providers have willingly invested in compliance infrastructure and procedures, many institutions are struggling to surmount the operational challenges of remaining compliant – and hence still face a significant reputational risk. 

MONEY LAUNDERING

Defining money laundering and identifying the full scope of money laundering practices is the critical first step in creating an effective anti money laundering framework within a financial organisation. 

What Is Money Laundering?


Essentially, money laundering refers to all actions and procedures intended to change the identity of money made from criminal activities in order to create the impression that the money has a legitimate source.   

Money laundering, loosely defined, is the transactional processing or moving of illicitly gained funds (such as currency, cheques, electronic transfers or similar equivalents) towards disguising its source, nature, ownership or intended destination and/or beneficiaries. The desired outcome of this process is “clean” money that can be legally accessed or distributed via legitimate financial channels and credible institutions. 

Money laundering scams abound, yet they all have a single goal in common: to create the illusion that illicitly generated funds have a legal source. As such, the challenge for Anti Money Laundering (AML) legislation is to cover loopholes as quickly and effectively as possible. 

What drives money laundering?


Money laundering, as a rule of thumb, is driven by a criminal imperative aimed at generating profits in an illegal fashion. Such proceeds of organised crime, fraud or embezzlement exists “outside” a country’s legitimate financial system. 

The money laundering process aims to camouflage such funds or financial assets by passing it through multiple accounts and shell companies (an illicit process referred to as “money laundering”) towards either totally obscuring the original source, or towards associating the funds or assets with a source that looks legal. If the laundering process is successful, the launderer gains access easily accessible funds that looks legitimate, and can be moved around with ease. 

Why exactly is money laundering a problem?


The socio-economic effects of money laundering are crippling: Illicit funds generated from criminal activities such as gun running, drug and human trafficking and other forms of organised crime is laundered into clean currency, and in turn used to fund new criminal operations or expand existing ones. This translates into more drug trafficking and dealing, more illegal firearms, more violent crimes, and – most disconcertingly – more international terrorism.
 
Left unchecked, money laundering can undermine the integrity of entire financial systems, and embroil individual financial institutions in share-crippling financial scandals. 

Moreover, the amounts of money generated from criminal activities and laundered throughout the world amount several billions of dollars – up to as much as 5% of the global GDP. This gives the beneficiaries of money laundering a lot of muscle, and certainly enough means to threaten political stability worldwide.

In essence, regulatory compliance seeks to curb this criminal proliferation by holding financial systems providers and banking institutions accountable for the financial activities of the clients they deal with. Money laundering poses a very real threat to the reputation and financial well-being of banks, law firms, accountants and asset management houses around the world, as these institutions are often unwitting accomplices in the laundering of dirty money. 

Be sure to familiarise yourself with how money laundering affects banks by reading our AML White Paper, or find out more about AML for banks.

Anti Money Laundering (AML) compliance post-9/11


Since the 9/11 attacks in the United States, AML and Anti Financing of Terrorism (ATF) compliance requirements for banks, law firms, accounting firms, asset management houses and similar financial service providers have been expanded significantly. The USA Patriot Act, BASEL II Act and Wolfberg principles, for example, serve as a framework for standardising Anti Money Laundering (AML) compliance and Know Your Customer (KYC) due diligence mandates.
 
Find out more about Anti Money Laundering (AML) laws and their implications for regulated service providers. 

Entities such as the Financial Action Task Force (FATF), Wolfsberg Group and Basel Committee are key drivers of the regulatory policy-making process, and are closely involved in the standardisation and enforcement of related compliance mandates. 

How does money laundering work?


There exists a plethora of ways in which illicit funds can be laundered, yet the following example provides a good basic illustration of the thinking underlying the process: 


A drug dealer may own a restaurant or bar, or be in cahoots with a partner that does. Proceeds from their drug dealing then gets paid into this reputable business, along with other regular trading income. 

The launderers then open up additional service businesses or supply companies to serve the business or enterprise where money is initially placed. These service entities then issue invoices, which the restaurant settles by means of cheque payments. By increasing the amount of businesses interacting by means of such transactions, and by moving the money around internationally, the criminal origins of the money is effectively obscured, if not fully concealed. The successful laundering enriches the directors and/or the shadowy interests they represent. 

Forensic auditors would need to spend months – if not years – retracing each step, hence such investigations are generally not undertaken unless the amount of money being laundered, is substantial, or the nature of the crimes being funded is heinous.

The beneficiaries of such money laundering scams and syndicates are often high net-worth individuals and entities, and in turn they become highly sought after as private banking clients. They then tend to gain access to legitimate investment opportunities and privileged high-end investment funds, making apprehending them even harder. 

To this end, Anti Money Laundering (AML) legislation and the regulatory bodies enforcing compliance endeavour to close money laundering loopholes on an ongoing basis. This is achieved by expanding the existing money laundering definition and AML compliance requirements, and by holding banks, law firms, asset managers and accounting houses accountable for their compliance performance.

For banks, AML compliance is by no means a new challenge, yet recent world events have prompted the critical reassessment and expansion of existing compliance regulations. The number of industries being regulated in terms of AML compliance, KYC regulation and AFT compliance has also increased substantially. 

The 3 stages of money laundering


Essentially, there are three primary (though often overlapping) stages in the money laundering “spin cycle”: 

· The placement stage 

· The layering stage 

· The integration stage 

Money Laundering: The Placement Stage


During the placement stage, the hard currency generated by the sale of drugs illegal firearms, prostitution or human trafficking, etc. needs to be disposed of, and is deposited in an institution or business. Expensive property or assets may also be bought.

Money Laundering: The Layering Stage


During the layering stage, money launderers endeavour to separate illegally obtained assets or funds from their original source. This is achieve by creating layer upon layer of transactions, by moving the illicit funds between accounts, between businesses, and by buying and selling assets on a local and international basis until the original source of the money is virtually untraceable. 

The more transactional layers are created, the more difficult it becomes for an auditor to trace the original source of illicit funds, and thus anonymity is achieved. 

Money Laundering: The Integration Stage


Upon successful completion of the financial layering process, illicit funds are reintroduced into the financial system, as payment for services rendered, for example. By this stage, illegally obtained funds closely resemble legally generated wealth. 

Depending on the money laundering mechanisms available to the launder, these three steps may overlap. Whether the money laundering process starts with a deposit or a purchase, the methods will invariable entail layers of shape-shifting transaction aimed at distancing the funds or assets from their source origins. The further this transactional distance becomes, the “cleaner” the laundered money appears. 

World-Check, the global leader in risk intelligence, offers financial service providers a comprehensive regulatory compliance solution aimed at meeting Anti Money Laundering (AML) compliance and Know Your Customer (KYC) regulatory requirements. 
Anti-Terrorism Financing COMPLIANCE INFORMATION

Anti Terrorist Financing (ATF) and ATF compliance laws as they exist today are largely the result of a spate of high-level terrorist attacks at the turn of the millennium. The 9/11 attacks on the World Trade Centre and the 7/7 train bombings in London placed terrorism on the international agenda unlike ever before. During this period it also became evident that money laundering had risen to unacceptable levels, and that laundered funds were being used to finance terrorist activities around the world. 

Although acts of terrorism can be committed with relatively little funding, it was nonetheless deemed necessary to implement regulatory measures that would cut off terrorism funding –  and remote funding transactions, especially – by curtailing terrorists and their financiers’ access to banking and financial systems.

How is terrorism financing and money laundering related?


Illicit funds are laundered in order to camouflage the fact that these were gained through illegal activities such as drug trafficking, human trafficking or through the smuggling of contraband wares. Laundered funds always have illicit sources, whereas money used to finance terrorism occasionally has legitimate sources. As such, the financing of terrorism is more concerned with hiding the destination of the funds and the nature of the activities being financed, rather than blurring the origins of the funds. 

Anti Terrorist Financing Legislation: Some examples


The creation and implementation of ATF legislation worldwide has been characterised by a high level of voluntary regional and international cooperation. Given the proliferation of communications platforms and money transfer technologies, effective anti-terror regulation would simply have had to be supported by cross-border legislation.  Some of the most prominent anti-terror laws and related legislation are discussed below: 

The UK Terrorism Act 


The Terrorism Act of 2000, described by the UK’s Home Office as the “primary piece of counter-terrorism legislation”, was enacted in response to new and emerging terrorism trends, and has proven to be a vital tool in the combating of international terror. 

Key aspects of the Terrorism Act included the creation of new criminal offences pertaining to the incitement, aiding or abetting of others to commit acts of terrorism. The Act also made it an offence to provide instruction or training in the usage of fire arms, chemical or biological weapons or explosives. 

Terrorism-oriented training, whether at home or abroad, was also outlawed. Law enforcement agencies such as the police were given greater powers to investigate terrorism. Most notably, police officers were given far wider stop and search powers, and terrorism suspects could be detained after arrest for up to 28 days under The Terrorism Act of 2006. 

Under the Act, certain terrorist and affiliated organisations and groups were banned from operating in the UK, with international terror groups being included in this proscription. Some of the most widely recognised and proscribed terrorist groups include Al Qaida, Abu Nidal, Al Gurabaa, Ansa Al Islam, Hamas, the IRA and the Ulster Freedom Fighters. 

Preceding UK anti-terror laws were far more locally focused, and dealt specifically with terrorism in Northern Ireland. Yet given changing global face of terrorism, AFT legislation had to shift its focus to a pan-jurisdictional level to ensure national security within the UK. Other noteworthy pieces of UK anti-terror legislation include the Anti-Terrorism, Crime and Security Act of 2001, the Regulation of Investigatory Powers Act of 2000 and the Prevention of Terrorism Act of 2005.

The USA PATRIOT Act

The USA PATRIOT Act of 2001 contains extensive compliance requirements for a range of regulated industries, especially in terms of the creation of in-house customer identification programs aimed at combating the financing of terrorism. The Financial Action Task Force (FATF) also issued its 40 Recommendations which, combined with the 9 Special Recommendations on Terrorist Financing, effectively cover the regulatory spectrum in terms of Anti Money Laundering (AML) and the combating of terrorist financing (CFT). 

The EU Third Money Laundering Directive (3MLD)

European CFT legislation comes in the form of the EU Third Money Laundering Directive (3MLD). Adopted in 2005 under the United Kingdom’s presidency of the European Union, 3MLD was the regulatory embodiment of Europe’s commitment to two-pronged fighting money laundering and terrorist financing on a global level. The Directive set out to implement the global standards produced by the Financial Action Task Force (FATF) in 2003, and 2007 was set as the final deadline for transforming the Directive into UK law. 

Significant highlights of the Directive include a broadening of AML regulations for casinos and online gaming operators, as well as a more clearly defined range of service activities as they exist within the respective regulated industries. 

Unlike the Second Money Laundering Directive, which expanded the range of industries being regulated, 3MLD seeks to curtail the processing of illicit funds before an act of terror has been committed. In an attempt to minimise any unnecessary compliance burdens on regulated service providers, however, EU 3MLD also distinguishes between Simplified Due Diligence and Enhanced Due Diligence. The Act allows for Simplified Due Diligence procedures and the exclusion of certain due diligence processes for certain low-risk products and services, as well as for certain types of low-risk clients. 

Terrorist financing and money laundering both constitute abuses of the legitimate financial system, and an effective regulatory compliance strategy must take both AML and CFT risks into consideration. Featuring tens of thousands of terrorism-related profiles, World-Check’s database covers a comprehensive range of risk variables including money laundering, terrorism, fraud and Politically Exposed Persons (PEPs). 

